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hackbat (WdizfTpentestbox)

@echo

of f

cd pentestbox

SET pe

ntestbox ROOT=%CD%

start %CD%/base/conemu—maximus5/ConEmu. exe /Icon “%pentestbox ROOT%/icons/PentestBox. ico” /LoadCfgFile “%pentestt

<

XEFEES \pentestbox\icons\PentestBox.ico 3, XEBENAVE ORERIHE.
XA EEEARILConEMUNERECE SUEConEmuxml, #IHA{4PentestBoxiE{THIFMELSE,
HREEE Win+Alt+T, HAConEmu EEERH. £FERA LA RANRS, BHIRIREERAL « Enter,

RE
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‘... Default term

Mark,/Copy o

AIN—AFGAREEO:

Background image (bmp, jpg, png, tif):

Path: |%pentesﬂmx_RDDT%ﬁmns‘lbadagmund‘l,bg—z.jpg

Transparent (@) Replace color indexes I:I Placement: | Upleft W

Darkening:

Allow background plugins (Far Manager)
Drarkening:
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FXEOREREASE:

= Main

- Size & Pos

-+ Appearance
- Background
- Tab bar

- Confirm

- Task bar

- pdate

[=)- Startup

- Tasks

- ComSpec

- Environment
[=-Features

- Text cursor
- Colors

- Transparency
- Status bar
- App distinct
= Integration

‘... Default term

v
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Predefined tasks (command groups)

1 _fhadc [T

| Hotkey: |{Nune:=-

2 {omd}
3 {Powershell} Default task for new console
Default shell {<Mone )

Taskbar jump lists

Task parameters. Example: fdir "C:\" ficon “cnd.exe” fsingle

| Jficon "¥opentestbox_ROOT % ficonsPentestBox.ico”

Delimit commands with empty lines

Mark active console tab with '=' sign
Start console 'As Administrator' with ™ sign

Commands (application, arguments, “new_console™ params)

Each command creates tab in ConEmu when group started

cmd fk "%eConEmubiree,. . . \confighinit. bat™

Donate

[=]-Main

- Size & Pos

- Appearance
- Background
- Tab bar
- Task bar
- Update
[=)- Startup
.. Tasks
- ComSpec
- Enwironment
[=-Features
- Text cursor
- Colars
- Transparency
- Status bar
- App distinct
= Integration

. . Default term

~

Add default tasks...
Feload...
+ | - Up Down | Add: | Tab... Startup dir... || File path...
Reset... Reload... Impart...

Confirm actions

[ ] confirm creating new consoleftab (Win+W, toolbar [+])
[ ]confirm tab duplicating {Duplicate root menu item)

[ ] confirm console detach

Close confirmations

[ ]confirm window closing {cross dick)
[ ] confirm tab dosing

[ ] when running process was detected
Far Manager

[ ] confirm Far Manager Editor jViewer tab dosing

Miscellaneous
Show *... was hidden’ warning in TSA
Show *,.. brought ConEmu OnTop. Revert?” confirmation box

ADEEFED. HERSREORE
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EI Startup

- Tasks

- ComSpec

- Environment
[=- Features

- Text cursor
- Colors

- Transparency
- Status bar

- App distinct
[=)- Integration

‘... Default term
= Keys & Macro
. Controls
Mark,/Copy
Paste

i Highlight

[=)- Far Manager

=~ Startup
. Tasks

- ComSpec

- Environment
[=]-Features

- Text cursar

- Colors

- Transparency
- Status bar

- App distinct
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Hotkeys, modifiers, macros
Showe: (® all hotkeys () User defined  ()System (_JMacos [ | Hide unassigned

Type Hotkey Description "
Global <Monex Arctivate ConEmu and 'CD" to last (top in Z-order) Exple
Global Win+Ctrl+Alt+Enter Enter TEXT fullscreen mode, when available. If not - s
Local <Mone x> Switch focus between ConEmu and child GUT applicatio
Local “Mone= Set focus to ConEmu

Local “Mone= Set focus to child GUI application

Local <Mone = Child GUI window system menu (PUTTY, MNotepad, etc.
ser Ctrl+T Create new console or new window (cheds Multiple co
|ser <Monex Create new console (after 'Create confirmation’)

Izer <Mone= Create new ‘ond.exe’ console

Izer <MNong Create new window (after 'Create confirmation’)

User <Mone’= Show create new console popup menu

Iser “Mone= Show create new console popup menu with task subme
Iser <Mone = Attach existing Console or GUI application

|Izer <Monex Solit: Duplicate active “shell’ solit to bottom: Solitf0.0.5 ¥

Hotkeys, modifiers, macros
Show: @ all hotkeys  (_)User defined  (JSystem (_JMaoes [ Hide unassigned

Type Hotkey Description 2
Izer Cirl -+ Close current tab: Close(g)

Iser “Mone= Close all panes of the active group: Close(4)

Iser <Mone > Close all active processes of the active group: Close(7
LIser <Mone Close all consoles: Close(d)

|Iser <Monex Close all zombies: Close(3)

|lser <Mone Close all but active: Close(s)

ARMIBENITRD. WE, AR, schemeBF R, BEREPEF, REINSTREHE.

[=]- Main

- Size & Pos
- Appearance
- Badkground
- Tab bar

- Confirm

- Task bar
L.Ipdate

[=I- Startup

.- Tasks

- Comapec

- Environment
[=- Features

- Text cursor
{| Colors|

-1 Transparency
- Status bar
- App distinct
[=)- Integration

‘... Default term
[=I- Keys & Macro

: Controls

< >

Donate..) [JEEED

—. Eflltoolsmanager

Schemes: | <Default Windows scheme = e | Save Delete...

Standard colors:  (®)RRR GGG BBB (dec) () #RRGGEB (hex) () OXBBGGRR (hex)

oMo im0 o Mmoo g W00
I Y G o
Wm0 gl m w0 o W | e
v omE || srmme g [ozssass g5 | 255255255

Text: |Auto e Back: | Auto *~ | Popup: |Auto e Back: | Auto '

Extended foreground colors (same format as Standard colors)
[]Extend foreground colors with background #14 Default. ..

N Y e Y G
o Wm0 W0 WSO, [ [0
0. o181 3 [ [192192192 o 0255255 34 [ [255255255

Graphic enhancement

Fade when inactive  Low: EI High: TrueMod {24bit color) support

Reset... Reload... Impart... I Save settings
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YIEaRT, SN 'toolsmanager i, BRESENEREEN, AETHANLERERRE, RRZTEN, R
23, FLEBRRET—RGE, 188 /pentestbox/bin/scripts/toolsmanagerpy FIE5E 1T, IEHHHIXKIES:

# updating scripts()

R, MELAIGENES R Atoolsmanager, HRIEZLE/INTET.

= FE#lpythonifid

{FPentestBox EiBEIRI— NaIfF 2 : A#Hpython 27xﬂiiﬁﬂlPentestBoxl#lEpythonH?iﬁ?é e, SEAEE
BESA T FHPythonB X SATAEpythonll, SH—LERIEITHIE, EARRXMERE? RER, HLHE
fRRE, RRE—FMERS L REFAMpythoniiiz

AN BN pentestbox/base/python/Lib H3

MIF% pentestbox/base/python

. BEHIZAM python F| pentestbox/base/python H

S — & SO 35 Bipentestbox/base/python/Lib H 3k

bl

ANERLASpentestbox BFr LRI T EKBIFNIRIRLEZIAY pythonifig, BTLABIHIE N Epentestboxfpythonifiz
.

ps: INEREL AT REXI A EFpentestboxTTail, (BERAEH BN LERISHE.

M. EFIFATE
Fri8EFIBNATE, HLRFaEis—SMEHRIINETER, tbkiinmap, wireshark, burpsuite,

EFIREE, #ME ®Z pentestbox/bin ERTHEATEBRR, &&MH—T, BLMR, L/ SHIEIRA
nmap. wireshark, burpsuiteFIEREBER, FHNTERFIERIIIYRE—H.

h EFEEN B
£ pentestbox/bin/customtools BER T, B— customaliases 374, BEEILAFREIIEENGS.

EBRTEEN Tools BR, IEECHIESKAE, KEAEL, SEEXNGSHE, BXE, EHREANEO
EFi T pentestoox A BefsEA

charles="%pentestbox RO0T%\bin\customtools\Tools\charles\Charles. exe”
cknife=java —jar “%pentestbox RO0T%\bin\customtools\Tools\cknife\Cknife. jar”
pydictor=python “%pentestbox RO0T%\bin\customtools\Tools\pydictor\pydictor. py” $*

7~ ERIBIASS
ERARI— LS STRAETE pentestbox/config/aliases X4, BILAESER, LLa:

beefproject & 25K, beef
burpsuite &K bp

+. Eflexploit-database
Kali TERIATEBexploit-database, BILAGERNEZR, {BEpentestboxtigs, BEBCHIN. CIEER

pentestbox\bin\customtools\Tools\exploit-database
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RALUEERTE ERNFERRE, EERFENREET—MAEA, AR TEERERFIEEEEH. XBIRET
T, MRTEHEAN, EE(EH searchsploitfil A, &BFRIIESR

gitpath="§(cd ”$ (dirname “$0”)”;pwd)”
csvpath="§(cd ”“$ (dirname “$0”)”;pwd) /files. csv”

ZIRRHIA R ZYN: searchsploit-keeper, AARBHISHEE. BHAKZIEZNBRT, 12X

pentestbox/bin/customtools/customaliases &, ®II—1T

searchsploit=sh “%pentestbox ROOT%\bin\customtools\Tools\exploit—database\searchsploit—keeper” $*

&

ZIEHEEN, BITEHWS, BRSAL NGithub EFFEAE; MRLIGEHNRE, MG TE—=, RLSEHN

searchsploit ——update

S 3333333338333
GG I R T T T

[T T T R T R T R T T R T T

1 deletion(

AR LA

J\ Eftb
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SEANBCEBRtrick, B0 fRFstruts2.bat BIAE struts2 BRT:

@echo off
SET LandGrey ROOT= %CD%\bin\customtools\Tools
start %LandGrey ROOT%\struts

BEMNBSE
struts2="%pentestbox RO0OT%\bin\customtools\Tools\struts2\struts2. bat”

FATLARstruts2 apFI3F struts2 BR, ARECHE—FPHHESENTIEA.
FURITLABTFIFECH webshell BR, BHSE BRS.

BIMEF—TE GitHubFolderDownloader, AILATEEANGithubIIBAIE R, S0 EFidaIaemnzEl.

ox02: EEFERI
— &, B =6

BNIEPEO B SRATASEN, NGRS, BhES HeUat, SENRESHEENES
EHOEAEG T, MBRLKE, EINERR E—; FA—EHABIMER, RBT—FEFHT ->_> B
B, FEARD,

—OREIR. FRE
FrplR%Em A MetasploithiiARIpentestbox, FTEXRAEHBGIFEMY, KiFAwindowsFikiE;
FERENE, ENTSERPSNE, SHEMER.

= XTEENME

EbaniBpython3MtEIZEIpentestboxBIERIAIEbase B R, BINGEIFAERIM. FFalZpython 2xFlpython 3.x[E
BI7EERY, BZSIEER, SMER, FEM N REAZTEMARRA.

th' is not defined

cent call last):

line 1, in <

r: No module named 'path’

' from| 'C:\\Python3\\1lib\\ntpath.py'>

\pythoni\\L1i ite-packages

70, xFMetasploit EFf
T

{REILAE#igemii. bundler, B2 Metasploit BIHEITE rubyBIRA L, MBS EERBEASZ R FpentestboxH
rubyfIEEFR, AR LASIKIBHRUUT TEAMER ...
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Gem: :InstallError: rex—text requires Ruby version >= 2.2.0.
An error occurred while installing rex—text (0.2.15), and Bundler
cannot continue

Make sure that gem install rex—text —v ~0.2.15  succeeds before bundling

In Gemfile:
metasploit—framework was resolved to 4.12.20, which depends on
rex—arch was resolved to 0.1.8, which depends on
rex—text

B2, 5 msfconsole I ‘DL is deprecated, please use Fiddle't#27x, TTLUEH
pentestbox/base/ruby/lib/ruby/21.0/dlrb 4, F'# SiFEE,

F. B update
PentestBox AJLAFupdate 3¢ (TEIXZ BHRRES/ IS, AR )
gem sources —u

gem update ——system
gem update bundler

15, &Fupdate webapplicationfpSERH—LT R, EEEHAETENE, MEBFEFRNIERASHE,
1538l 2update allisS, FHBIFA.

7~ ToRIZRTE SRR
XMERRETE, A —MHEOMSESE—THI THIEEN. ", ERARINIEEINRE, EEmBEERNME
WS, BE'pentest TTHINEEN., ". google "pentestbox Invalid macro definition”, "pentestbox undefined

macro’, fTAERRIKE]. FEIXZAI, HNIFE update all SIIHEEET TRUINBFR, BNTERR, B586
RSN L.

$im— BHCEHSRIERER P EHNpentestboxizlT, RKINSFAXMEIR, FHEHEBRN—HHN, AMESHERE
LEAXNHAR, kE. XHHMREERNERT, RIERE—H;

BER— fEZEHConEmu,  pentestbox/config B R TAIConEmuxml, initbat, && T ConEmu BLERY
Keys&MacroiIHIRE, #BHERT ;

B =: S5 FConEmu E3%589 Debug log(GU 188, SttidebugiiRfEa, RUSARE—NHAEETR, FE
—HE, REEHEERER

RiE @ Evilmass, EFIEHIEH T EEN pentestbox\bin\customtools\customaliases\customaliases {4k
pentestbox\config\aliases X EEREENDSSHM, INEHIEBEN <SR,

+. EffiwpscaniEE
ffEfwpscan -Update BFTmiRE, RS

[!'] Unable to get https://data.wpscan. org/local vulnerable files.xml.sha512 (Problem with the SSL CA cert (path?

4

fEFcurlds <Mz
curl https://data.wpscan. org/local vulnerable files. xml. sha512
LN
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curl: (77) error setting certificate verify locations:
CAfile: C:\PentestBox\base\curl\bin\ca-bundle. crt
CApath: none

SRS [BRAHY base/curl/bin/ca-bundle.crt 3TN Z|

C:\PentestBox\base\curl\bin\ca-bundle. crt

BifRR, Ra—F BYMUERLE, SUERIENEREY @ (

0x03/31c

pentestbox FIERIRRIE, BRBANEIUES LEREEIR, RHEEH, HEELIEEFINADRESR, hHE
BABERR EIAERIRIEIR,
EERHTESH ConEmuxml BERESZH.

BRSTEFRRFIROISIE https.//landgrey.me/customized-awesome-pentestbox/, Bk Bie#iilBLATE
BA:

L(EALARF. WSREANBMHHEIL. 8. 2RSFEA, ERENGFEREHRERT, FEEEREE. P&
FX, BUFREERHEEERSTAINF;

2 (HARUBFABMONTA, EHEEIRE, LIUERESMLL.
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