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KXERRD AT Z Nascan o s

{EZ&: LANDGREY o €l3ERHE 20174F118518H 19:39 ¢ FEFiAFE 20178F118519H 02:00
MBS 3400 K. @ FRE: #python, #ELE
BRY9IPHbYE: 140.207.23.83

KXBRD T2 Nascan s IEX

KN E2—RERTEVANRERRENS. KRS, BEERNEERE
T BRASNEER=omIER, FEEEREEEHERERH TIRER RN
FHaHEARRER.

FhRREMBLE:  https./~/github.com/ysrc/xunfeng

0x00: #2[H|
KXERERNFRESETH—ROTR T, R T EENEEREEEEN I SN T/ K E 85,

KX EIARENIEIERI A Aider FIFERY dnstricker RIRBERRAEIL, AIBBASER, MRS, KXHTE—EEE
#. EFTLARTREERIE LSBT

0x01: SHrESR

KXEREpythoniE=SH A&, EFFlask WebtiEZRFIMongodb#iERE., BECRBABMESIREBIE, BKXAIZE
MABD R=1EBD, DBIENascan, VulscanFFlask websCI, Dt ARHRZEBIX = MNP NE.

BCESEEEKN, ERAE X, ARHANEUERE, THREIEESN.
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(db), BRNEMENESETEErSEFES. HENERTRHE
document -> sub collection —-> collection —> db
HABIEEEE, THRARNESER:

> show dbs
admin 0. 000GB
local 0. 000GB
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Mongodb#UEEN— MERMERENFRR. X document)BREE S (collection), &E&(collection)BERMNEIEZE

xunfeng 0. 001GB
> use xunfeng

switched to db xunfeng

> show collections

Config # FPEEGER

Heartbeat # ICSR AR T BB OB 1)

History # MERDT L BAREIE G B

Info # i Hbrip, &5, banner, JFHUH ORISR S B
Plugin # & XA

Result # FRI RIS R

Statistics t HIrgitE R

Task # P ERME S

Update # HHER

ox02: Nascan '3

Nascan FEEMBFNEFRBIEEWE), BRKXPEZIBRSHRI—ED, EEEMT:

| NAScan. py # PR A BT G|
|  init .py
|
F—1ib
| cidr. py # CIDR JEaRIPHbhLEMT
| common. py #t Hemik
| icmp. py # TCMPYY B R i%K
| log. py # 615 B
| mongo. py # B
| scan. py # F 5
| start. py # ZRFRiEH]
| __init__.py
|
L—plugin
masscan. py # masscanifil H IA<

Nascan#BRHIECE(SRTE Config £&H, ALIRGSEE —TUEERS, SmIETA LSRR 7 EET

TEFFRIERRIREEZ S,

> db.

Config. find (). pretty()

0x03: B{R7o#fr

AO:

NAScan.py 314,

https://landgrey.me/xunfeng-nascan-analysis/

2111



2019/9/14

I RIFEIL T 2 Nascan /- #T55 - LandGrey's blog

if name == " main ":

try:

CONFIG_INI = get_config() # iZEENEUBREPE N ContiqEREHE

log.write ('info', None, 0, u'3RENECEMIN') + WHEAEEE

STATISTICS = get statistics() # EEBFIHER

MASSCAN AC = [0] # (EH1F T~nasscanlFEHE

NACHANGE = [0] # (BT BEFH NI ER
thread.start new thread(monitor, (CONFIG INI, STATISTICS, NACHANGE)) # 1
thread.start new thread(cruise, (STATISTICS, MASSCAN AC)) # KCRMIFRZ
socket.setdefaulttimeout (int (CONFIG INI['Timeout']) / 2) # BB IAsocke
# BRThR SRR

ac_data = []

while True:

now time = time.localtime ()

now_ hour now time.tm hour

now _day = now_time.tm mday

now date = str(now time.tm year) + str(now time.tm mon) + str(now da;
log.write('debug', None, 0, now date)

# IKENConfig&EHCycleFER () NEFHINEHA
cy day, ac_hour = CONFIG INI['Cycle'].split('|")

log.write('info', None, 0, u'3FEHINI: ' + str (CONFIG INI['Cycle']))
# FRrEEHNE RS E SEE AN ER
if (now_hour == int(ac_hour) and now day % int(cy day) == 0 and now ¢

ac_data.append (now_date)
# IEIRIE, FEEBXHNE RN, BERFTSE IR ZEEE
NACHANGE [0] = 0
log.write ('info', None, 0, u'FHAFEME')
BIRRIE R IR
= start (CONFIG INT)
masscani RS
.masscan_ac = MASSCAN AC
.statistics = STATISTICS

.run ()

n n 0 H= n H#H

time.sleep (60)

except Exception, e:

print e

BRiFtget_configORREy, TR IFfERVEIER AR, MEERISTTHEMEX:

https://landgrey.me/xunfeng-nascan-analysis/

3/M1



2019/9/14 I RIFEIL T 2 Nascan /- #T55 - LandGrey's blog

# (SRiIR%IconfigER, WMBFH—EIML, REdictER
def get config():
config = {}
# ConfigEEFHBvulscan, nascanflIPMNFESR, KB ConfigEEPMInascanFESHINERS
config info = mongo.na db.Config.find one({"type": "nascan"})
for name in config info['config']:

if name in ['Discern cms', 'Discern con', 'Discern lang', 'Discern servel

LN B |

cmsiRBl. EEHRFRE. EERANRE. wmORSIRE NS R AT B
RIRBSE X AIEH— SR B IR, 5 EREEA .

Tra

config[name] = format config(name, config info['config'] [name] ['valuc
else:

# yﬁnascan%FﬁEfﬁqﬂnameE%Scan_list\ Port list, Masscan, Timeout, Cycle, T

config[name] = config info['config'] [name]['value']

return config

logwriteORREY, S THRHERFIEFRENER, AERTLEEMN, MLER—EntEE, SHEET.
RIEERIRFFE TRNEAE, WNEAEBIE While TruedEIERS, LT InfERr-7IR, ERTEHREIRE. AR,
BB BIRERE.

thread.start new thread(monitor, (CONFIG INI, STATISTICS, NACHANGE)) # /BkiEIELLR
thread.start new thread(cruise, (STATISTICS, MASSCAN AC)) # BT RAMIBS

4

fEmonitor ILBKEAET, Br5IREIERbase64mABEINRMEE, N NACHANGEIOl A 1, FRAJLARANE IS

TR

# REHIEESRFConf i R/EIR
new config = get config()

# LWRIAMBIRESRE TN, TUHBEENL, Rrmeaidi
if base64.b6bdencode (CONFIG INI["Scan 1list"]) != baset6td4.bbdencode(new config["Scar
NACHANGE[0] = 1

RIEEZEINAscan py SR, fRASZBIFH NI ERAVFIFMEDN T :

[o)

if (now_hour == int(ac_hour) and now day % int(cy day) == 0 and now_date not in :

4

— N EHIMERZAE S IRNAERRRE, B— IR ENACHANGEIFHERE W, (HT—NEEBa LN EF
RIS

FTLA, SNSEYEE BRI, MR, AILUEmonitoriRi#ihRYsleepitaiRE/N—LE,

RIEERANstartORE], HANERSRF~RIREPR. £ /lib/startpyFlstartzp, __init_ a0 TIERITRBECEES
B, AREHAuNOREH, SMEBRPHHEFIEERMasscani# #5135
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def run(self):
global AC_PORT LIST
all ip list = []

for ip in self.scan list:

# fRMTCIDRFZEC I PititlE

if "/" in ip:

ER#HE /plugin/masscan.pyBIruniREgF, BAmasscanf#{TimO1F#. FRBLR T REMITHFFRF, REHEET
wmoH:

ip = cidr.CIDR(ip)

if not ip:
continue
# IRIEEB IR pHBIIFIZR

ip list = self.get ip list(ip)

# H{FFmasscaniFHEd

if self.mode ==

self.masscan path = self.config ini['Masscan'].split ('

self.masscan rate = self.config ini['Masscan'].split ('

# BRAGER i cro EIRUSKISEEEN

ip list = self. get _ac_ip(ip_list)
self.masscan ac[0] = 1 # AJLA%EEmasscanimiAHE

# {FfAMasscanEEENHI TR

AC PORT LIST = self.masscan(ip_ list)

if not AC_PORT_LIST:
continue
self.masscan _ac[0] = 0 # Z_ ﬁ/)\ﬁﬁmasscan {'_l'.lﬂ'EIZH:ET1+

# {ip: port}
for ip str in AC PORT LIST.keys():
# TPHBIEANNBASY
self.queue.put (ip_ str)
self.scan start() # FRIwmObannerfREFIbanne rtbXHiRBIE

# AMFEFmasscan

else:

all ip list.extend(ip_ list)

# AMEFBmas scanlﬁ

if self.

mode ==

# ZZD%F'FHT_,EEEHH WIHEERT, £ icmp echolmUEFEENFENip

if self.icmp:

all ip list = self.get ac ip(all ip list)

# TPHEHEANABAGY

for

ip_str in all ip list:
self.queue.put (ip_str)

self.scan start() # FHARIwHbanne kB #banne rtEITREIZE

https://landgrey.me/xunfeng-nascan-analysis/
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# LA RS A SHUTRIFRT
path = str(path) .translate(None, ';|&'")
rate = str(rate) .translate(None, ';|&")
if not os.path.exists (path):
return
# rateS¥mMmIHUT
os.system("%s -pl-65535 -ilL target.log -oL tmp.log --randomize-hosts --rate=%s"

<

BELNnTFET, BIEER", BRTLUHITERDS. HECRIssues, RIRETKXIEAE,

e, AERAFmMasscan, &S Ascan_startOREF, ERFENHEHN/lib/start.py X EFFThreadNum———NE4
f2dh, ETFrunORE], BIPHEIENROS7FRERIS — N scan0EE+

def run(self):
while True:
try:
# ipitbHEpAS
task host = self.queue.get (block=False)
except:
break
try:
# WNR(EAmasscan, WOMARHEEINEEHKIRO
if self.mode:
port list = AC PORT LIST[task host]
# i%BfEMAnasscan, FRARKIARO
else:
port list = self.config ini['Port list'].split('|') [1].split('\n
# R#Evanne riRBimOFFRAYERSS
s = scan.scan(task host, port list)
self.config ini # RHEEFER
self.statistics # BHSEIHER

_s.config ini

_s.statistics

_s.run()

(0]

except Exception,
print e
finally:

self.queue.task done()

BHN/lib/scan.py3Xfd, AJLIEZRIscansirunifEl, EXMRETF, BERE—FRIIRE, &RETh TR/ ER8NR5].
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def run(self):
self.timeout = int(self.config ini['Timeout'])

IZCI
%SZ

HemhimO, scan_portOi@idsocketEiEFiERE, KEiRORSRERbbannerfSE, SAGi#H \server_discern(&
TENERIAR,, HOREEE:, 3R1EMRSEE

]

for port in self.port list:

self.server = "'

self.banner = "'
self.port = int( port)
# Bt OEREHF iR Obanner
self.scan port ()
if not self.banner:
continue
# (FFATRBAbanne ri# TIRSZSEELRFI
self.server discern()
# WEET T — LRI HRN R RSB 2 we b IRSS 88
if self.server == '':
# =IRS IR webARSZATN trl JRAD
web info = self.try web()

if web info:

log.write('web', self.ip, self.port, web info)

time = datetime.datetime.now ()

# Info EREH

mongo.NA INFO.update({'ip': self.ip, 'port':
{"$set": {'banner': self.banner, 'server':

https://landgrey.me/xunfeng-nascan-analysis/
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def server discern(self):
for mark info in self.config ini['Discern server']:
try:
t RS2  BiAmO  RBEIGE  bannerILECIENIERIAT
name, default port, mode, reg = mark info
# AR Rdefaulthy, R¥MNROS

if mode == 'default':
if int(default port) == self.port:
self.server = name
# RBIEL Epannerll, 1IENJICEbanner
elif mode == 'banner':
matchObj = re.search(reg, self.banner, re.I | re.M)
if matchObj:
self.server = name

if self.server:
break
except:
continue
# SCERIRBHEANBAKE (RTHE) webAIBRSS
if not self.server and self.port not in [80, 443, 8080]:
for mark info in self.config ini['Discern server']:
try:
name, default port, mode, reg = mark info
if mode not in ['default', 'banner']:
dis _sock = socket.socket (socket.AF INET, socket.SOCK STREAM)
dis sock.connect((self.ip, self.port))
mode = mode.decode ('string escape')
reg = reg.decode('string escape')
dis_sock.send (mode)
time.sleep (0.3)
dis recv = dis_sock.recv(1024)
matchObj = re.search(reg, dis recv, re.I | re.M)
if matchObj:
self.server = name
break
except:

pass

MNFRIRBIHEAIRSRE, wOSNARwebRBIELNIRASH, & EHRELERFImodeR
Z'default'F1"banner fIBRSREL, EEMRUKMTAINEIRS, YILREFESS RIREINEbannerfIIRSSZEEL.
proxy, mssql, oracle, rdp. redis, postgresql. elasticsearch, memcache, mongodb, zookeeperfRsS.,

BEER F—E0im IR HRARS, EARR—LweblRBFIZBINTE N bannerfIARIERS T; FrkA, web
IRSRERBZ BN, BAtry_web0EE], BERFRwebRS, RINEMRT IR, F2HFET.

Etry_web(dr, BILAEEI, weblREHIbanner hBANHTTPHIRS

web banner = str(header) + "\r\n\r\n" + html

self.banner = web banner

REANEmMapOREL, FEAdiscernORE, RBIcmsKEE, WutE=s. FRIES=NNAENER, REHflterORENT
E—TRERAERD, FIRMEIT,
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tag = map(self.discern, ['Discern cms', 'Discern con', 'Discern lang'], [url, ur.

return filter (None, tag)

webigsuR%l, discern(REEOT:
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# MULZSEE. 1BS. cmsSEENRE
def discern(self, dis type, domain):
file tmp = {}

if int (domain.split(":"™)[1]) == 443:
protocol = "https://"

else:
protocol = "http://"

try:

req = urllib2.urlopen (protocol + domain, timeout=self.timeout)
header = reg.headers
html = reqg.read()
except urllib2.HTTPError, e:
html = e.read()
header = e.headers
except Exception, e:
return
for mark info in self.config ini[dis type]:
# HRIE http headerNBFIMremsEHEZRESSEY
if mark info[l] == 'header':
try:
if not header:
return
if re.search(mark info[3], header[mark info[2]], re.I):
return mark info[0]
except Exception, e:
continue
# TRIEARSSBE S, ERIZFIMT
elif mark info[l] == 'file':
# HRIESUHSEEY (. asp, .php, . . .) , FIKIRSSSSERAMIES
if mark info[2] == 'index':
try:
if not html:
return
if re.search(mark info[3], html, re.I):
return mark info[0]
except Exception, e:
continue
# IRIESEMGIREREINEFIMERS. cnsFHKE
else:
if mark info[2] in file tmp:
re html = file tmp[mark info[2]]
else:
try:
re html = urllib2.urlopen(protocol + domain + "/" + mark
timeout=self.timeout) .read()
except urllib2.HTTPError, e:
re html = e.read()
except Exception, e:
return
file tmp[mark info[2]] = re html
try:

https://landgrey.me/xunfeng-nascan-analysis/ 10/11
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if re.search(mark info[3], re html, re.I):
return mark info[0]
except Exception, e:
print mark info[3]

0x04: LS
BEMRIRBIEEE:

1. T H P E ) H AR IPHUHEYE [, 345 52 B2 1P hl 5] 3% ;
2. EFHmasscandb 475 LA HER
SR i) S ERDUAF S ML, RARBEAFE3E EALI TP,
SR JE AT G ENLBEAT A3 34,
PRAFATIE E AL pt bk X B2 ) s 115
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SRR BRI AE I8 AL, WA BE A7 EALR TP, {58 FH BR O C B 1) o 115 21 3k
75 W LR B8 B A i p itk FER A BC &L ) 3 115 51 3%
45— AT TCPy M IE i Sk 5 banner
Pillmode &defaul t A1), AW BRI i 115 RO 7 e 2525 1Y
W imode&bannerZ& ALy, 1 VT Atbanner ff & I 45 35 7
BRI H SRR S 1, 30 kR e BRI, B R AS e e i 3 U8 2 R A i 55
RBIAHE, HasEEA Zveb %S, EMIERAHEIERE, AEHRAE T

e

(EEEEES LY

Lo DBERE. R HE], (BR80T S AT LA 4R 22 JRR AT
2. webEASRGURI YU BEE. Fdiscern O MBU A UKL, & @& KR SCORMBIR S & — /N BARED, 3 AT BL7E i Bk %

— LRI

L MAZERPFABCA RS, BEEPHEGS SBWLinucr & T MR RS HATIRT;
2. WRERN T I RIBE R, AT 2 A0 web R A4 Iht tpsHMSURTht tp B R B A ; BRA R 7E443% M 25lht tps i

4
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